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1
Decision/action requested

Approve the pCR for Idle mode mobility from 5G to 4G as presented in section 4 below.
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3
Rationale

This pCR provides interworking from 5G to EPC when the UE is in Idle-mode. 
4
Detailed proposal

********************Start of pCR***********************************

9
Security of Interworking 
Editor's Note: This clause covers security of Interworking with LTE systems
9.x 
Idle-mode mobility from 5GC to EPC

9.x.1
General

This subclause covers the case of idle-mode mobility from 5GC to EPC, as defined in 23.502[x].

9.x.2
Procedure
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Figure 9.x.2-1 Idle mode mobility from 5G to 4G
1. The UE initiates the TAU procedure by sending a TAU Request to the MME with a mapped 4G-GUTI derived from the 5G-GUTI and its EPS security capabilities. The mapped 4G-GUTI containes the information of the AMF that has the latest UE context in the 5G network.

The UE integrity protects the TAU Request message (NAS-MAC) using the current 5G NAS context identified by the 5G-GUTI used to derive the mapped 4G-GUTI. The corresponding NG-KSI value of the 5G Security context is included in the eKSI parameter of the TAU Request message.
Editor’s Note: It is FFS whether the protection of the TAU message can be done with a mapped EPS security context.

2. Upon receipt of the TAU Request, the MME obtains the AMF address from the mapped 4G-GUTI value.

3. The MME forwards the complete TAU Request message including the eKSI, NAS-MAC and mapped 4G-GUTI in the Context Request message. 

4. The AMF shall use the eKSI value field to identify the 5G NAS security context and use it to verify the TAU Request message.

5. If the verification is successful, the AMF shall derive a mapped EPS NAS security context (including KASME) using the KAMF. 
Editor’s Note: Generation of a mapped KASME key in AMF is FFS.
The AMF shall include the security context in the Context Response message it sends to the MME.The AMF shall never transfer 5G security parameters to an entity outside the 5G system.

6. The MME initiates a NAS Security mode command procedure with the UE including the eKSI in the NAS Security mode command. The Security mode command shall include the replayed UE EPS security capabilities, selected NAS security algorithms and eKSI identifiying the KASME.
Editor’s Note: It is FFS how the AMF indicates the MME to run a NAS SMC.
7-9 The MME establishes AS security and completes the procedure with a TAU Accept message.
********************End of pCR***********************************
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